BSc Year 2 — Data Communications
Lab - Using Wireshark to View Network Traffic

Topology

Internet

Objectives
Part 1: (Optional) Download and Install Wireshark
Part 2: Capture and Analyze Local ICMP Data in Wireshark
e Start and stop data capture of ping traffic to local hosts.
e Locate the IP and MAC address information in captured PDUs.
Part 3: Capture and Analyze Remote ICMP Data in Wireshark
e Start and stop data capture of ping traffic to remote hosts.
e Locate the IP and MAC address information in captured PDUs.

o Explain why MAC addresses for remote hosts are different than the MAC addresses of local hosts.

Background / Scenario

Wireshark is a software protocol analyzer, or "packet sniffer" application, used for network troubleshooting,
analysis, software and protocol development, and education. As data streams travel back and forth over the
network, the sniffer "captures" each protocol data unit (PDU) and can decode and analyze its content
according to the appropriate RFC or other specifications.

Wireshark is a useful tool for anyone working with networks for data analysis and troubleshooting. This lab
provides instructions for downloading and installing Wireshark, although it may already be installed. In this
lab, you will use Wireshark to capture ICMP data packet IP addresses and Ethernet frame MAC addresses.
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Lab - Using Wireshark to View Network Traffic

Required Resources

e 1PC (Windows 7or 8, Vista, or XP with Internet access)
e Additional PC(s) on a local-area network (LAN) will be used to reply to ping requests.

Part 1. (Optional) Download and Install Wireshark

Wireshark has become the industry standard packet-sniffer program used by network engineers. This open
source software is available for many different operating systems, including Windows, Mac, and Linux. In Part
1 of this lab, you will download and install the Wireshark software program on your PC.

Note: If Wireshark is already installed on your PC, you can skip Part 1 and go directly to Part 2.

Step 1: Download Wireshark.

a. Wireshark can be downloaded from www.wireshark.org.
b. Click Download Wireshark.

Wl RES HARK the world's foremost netwerk protocol analyzer

Wireshark Get Help Develop [Cnan ratm tow ]

7/

Download Wireshark Learn Wireshark Enhance Wireshark
(300 Sttt ey Resariris st Dot itaton Rivibed Teomslony
News and Events # B Wireshark 8log L ] Enhance Wireshark
Tt SR or oo B oy
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Lab - Using Wireshark to View Network Traffic

c. Choose the software version you need based on your PC’s architecture and operating system. For

instance, if you have a 64-bit PC running Windows, choose Windows Installer (64-bit).

Download Wireshark

Get Wireshark

The current stable release of Wiresharkis 1.8.2. It supersedes all previous releases, including all
releases of Ethereal. You can also download the |atest development release (1.8.0rc2) and
documentation.

!} Windows Installer (64-bit)
Windows Installer (32-bit)
Windows U3 (32-bit)
Windows PortableApps (32-bit)

03 X 10.6 and later Intel 64-bit .dmg

0S X 10.5 and later Intel 32-bit .dmg

05 X 10.5 and later PPC 32-bit .dmg

Source Code

» Old Stable Release (1.0.11)

+ Development Release

+ Documentation

Having problems? Explore our download area or look in our third party package list below.

After making a selection, the download should start. The location of the downloaded file depends on the
browser and operating system that you use. For Windows users, the default location is the Downloads

folder.

Step 2: Install Wireshark.

a. The downloaded file is named Wireshark-win64-x.x.x.exe, where x represents the version number.

Double-click the file to start the installation process.

b. Respond to any security messages that may display on your screen. If you already have a copy of
Wireshark on your PC, you will be prompted to uninstall the old version before installing the new version.
It is recommended that you remove the old version of Wireshark prior to installing another version. Click

Yes to uninstall the previous version of Wireshark.

Wireshark 1.8.3 (64-bit) Setup 5

‘ Yes ’ Mo ] ’ Cancel
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c. Ifthisis the first time to install Wireshark, or after you have completed the uninstall process, you will

navigate to the Wireshark Setup wizard. Click Next.
“ Wireshark 1.8.3 (64-bit) Setup

Welcome to the Wireshark 1.8.3
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

@’ Cancel

d. Continue advancing through the installation process. Click | Agree when the License Agreement window

displays.
“ Wireshark 1.8.3 (b4-bit) Setup = || = || £
License Agreement
Please review the license terms before installing Wireshark 1.8.3 (64-bit). ﬁ

Press Page Down to see the rest of the agreement.

This text consists of three parts:

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part IL/TII is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 1.8.3 (64-bit).

oo ) Thgres ) [Gance
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e. Keep the default settings on the Choose Components window and click Next.

B Wireshark 1.8.3 (64-bit) Setup (o= =]
Choose Components
Choose which features of Wireshark 1.8.3 (64-bit) you want to install. i

The following components are available for installation.

Select components to install: Wireshark

Flugins [ Extensions
Tools
User's Guide

Description

Space required: 102.4MB Position wour mouse over a component fo see ks
description.

Mullsoft Install System w2, 46

e o> )

f.  Choose your desired shortcut options and click Next.

B8 Wireshark 1.8.3 (64-bit) Setup =] = |[==]
Select Additional Tasks
Which additional tasks should be done? i

reate Shortcuts
Start Menu Ttem
[ pesktop Icon
Quick Launch Icon

File Extensions
Assodate trace file extensions to Wireshark (5w, acp, apc, atc, bfr,
cap, enc, EFF, ch: pcap, pcapng, pkt: snoap, syc, tpe, trl, trace, tre, wpc, wpz,

Mullsaft Install Svstem «2, 46

< Back Mext = Cancel
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g. You can change the installation location of Wireshark, but unless you have limited disk space, it is
recommended that you keep the default location.

k2] wireshark 1.8.3 (64-bit) Setup = @ |3
Choose Install Location
Choose the folder in which to install Wireshark 1.8.3 (&4-bit). i

Choose a directory in which to install Wireshark.,

Destination Folder

Space reguired: 102.4MB
Space available: 81.5GB

i

<o o> )
o

h. To capture live network data, WinPcap must be installed on your PC. If WinPcap is already installed on
your PC, the Install check box will be unchecked. If your installed version of WinPcap is older than the
version that comes with Wireshark, it is recommend that you allow the newer version to be installed by
clicking the Install WinPcap x.x.x (version number) check box.

i. Finish the WinPcap Setup Wizard if installing WinPcap.

[zl Wireshark 1.8.3 (64-bit) Setup o @ [
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? i

Currently inztalled WinPcap version
WinPcap 4.1.2

stall
[ tnstall WinPcap 4.1.2

estadmthertirently instaled WinPcap 4. 1.2 will be uninstalled first.

What is WinPcap?

" Ry
..
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]

k.

Wireshark starts installing its files and a separate window displays with the status of the installation. Click

Next when the installation is complete.

w Wireshark 1.8.3 (84-bit) Setup
Installation Complete

ol @] =

Setup was completed successfully.

Completed

Extract: mergecap.htmi

Extract: capinfos.exe
Extract: capinfos., himl

Extract: rawshark.exe
Extract: rawshark. html

Extract: user-guide.chm
Completed

Qutput folder: C:\Program Files\Wireshark

Cutput folder: C:\Program Files\Wireshark

Qutput folder: C:\Program Files\Wireshark

Click Finish to complete the Wireshark install process.

“ Wireshark 1.8.3 (64-bit) Setup

= @ | =

Completing the Wireshark 1.8.3
(64-bit) Setup Wizard

Wireshark 1.8.3 (64-bit) has been installed on your
computer,

Click Finish to dose this wizard.

Run Wireshark 1.8.3 (64-hit)

Show Mews
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Part 2. Capture and Analyze Local ICMP Data in Wireshark

In Part 2 of this lab, you will ping another PC on the LAN and capture ICMP requests and replies in

Wireshark. You will also look inside the frames captured for specific information. This analysis should help to

clarify how packet headers are used to transport data to their destination.

Step 1: Retrieve your PC’s interface addresses.

For this lab, you will need to retrieve your PC’s IP address and its network interface card (NIC) physical

address, also called the MAC address.

a. Open a command window, type ipconfig /all, and then press Enter.

b. Note your PC interface’s IP address and MAC (physical) address.

B C\Windows\systern32\cmd.exe
C=~>ipconfig ~rall

Windows IP Configuration

Host MName . .
Primary Dns Sufflx
Node Type .

IP Routing Enahled
WINS Proxy Enabled.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description . . . . . & & & & & . b labelERITROLEED
Physical Address. . . . . . . . .%:_HA@A-50-56-BE-76—8C
DHCP Enahled. . . - - - N
Autoconfiguration Enabled . .

Subnet Mask . . . . . . . . . . . &
Default Gateway . . . . . . . . . = 192 168.
DHCPuv6 IAID . . . . . . . . . . . = 234884137

MT Metwork Connection

Link-local IPub Address . . . . : ; i tbet2RaB - fA:FFE8x11 (Preferred?
IPu4 Address. . . - e - . L5192 . 1<{preferred?

(=[5 el

c. Ask a team member for their PC’s IP address and provide your PC’s IP address to them. Do not provide

them with your MAC address at this time.

Step 2: Start Wireshark and begin capturing data.

a. Onyour PC, click the Windows Start button to see Wireshark listed as one of the programs on the pop-up

menu. Double-click Wireshark.
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b. After Wireshark starts, click Interface List.

- Ve Avwrmet Hist oo srsb o [Avwhes (8 P PN LR S R T
fe b Yer GO Capterr S Jwieten  feghory  [och  ewesh Helw
Duean cax24 ArvoFa i[5 acan @aanx 2
T * | Sapmscon.
The Workd's Most Popular Network Protocol Amalyzer
Versies 133 (SO Aew 45254 frien Srunk. 14
Files L owine |
- Open = Website
“per bucee - 's Guid
& Start H ?.’:'..‘:.‘. .: — e
o s e w—— b . b S b x Sample Captures
b . moan 3 s Securl
2 Sem \Dwvew MY _JDURCASS 960 2000518 Q05 MR e e el [ rity
et T | BITTLM Gagabe Pamecck Cormacton ‘Do ke A5 _KLTIN000 AT 4L Ty s,
U Capture Options
How ta ture
@ i
R ——
- Network Media
W i g
—
Prndy 16 boad 10 coptane Mo Fobnts Prwkie Detmde

Note: Clicking the first interface icon in the row of icons also opens the Interface List.

c. Onthe Wireshark: Capture Interfaces window, click the check box next to the interface connected to your

LAN.
i Wireshark: Capture Interfaces EI@
Description P Packets Packets/s
2] Intel(R) PRO/1000 MT Network Connection 19 0
B2 Intel(R) 82577LM Gigabit Network Cennection 192168111 Iy 0  Details D

) () (]

Note: If multiple interfaces are listed and you are unsure which interface to check, click the Details
button, and then click the 802.3 (Ethernet) tab. Verify that the MAC address matches what you noted in
Step 1b. Close the Interface Details window after verifying the correct interface.

i Wireshark: Interface Details El@

| Characteristics | Statistics €802.3 (Etherneti 050211 (WLAN) | Task Offload

Charactenstics

Permanent station address 00:50:56:BE: TE:BC

Current station address 00:50:50:BE: 708 C

Statistics
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d. After you have checked the correct interface, click Start to start the data capture.

Wireshark: Capture Interfaces |
Description P Packets Packets/s

=1 Intel(R) PRO/1000 MT Network Connection 19 0 Details
. E Intel(R) 82577LM Gigabit Metwork Connection 192168111 47 0 Details

st _|D swor |[ options |[ Gowe |

Information will start scrolling down the top section in Wireshark. The data lines will appear in different
colors based on protocol.

]

B P e s bl Rt re A et
Bl §oe Yo G0 Cmtuse godoe Sl Tewphesy  Teek  bewvek iy
BENAY REXR2E Ae+eT2 [Ff acan @avnex o

LA ;;‘A.U)r\..n_nlé.v'..x-#‘- IS

e ‘_'J Govmen. Caw dppy e
o ey e Dastaseion Frevssal  Langh W s
77 $,4N7170000 10, 20,364, 22 175,134, 70,323 e DL [TCPR Segmere of & feassendled Pou}
23 1507008000 173,294, TR12S l'l 10 1“ n Tcr $0 wrgp CTient » 53548 [4ce] 3egel aChviE Wine1002 Lend
J 17 [ ALE $ ?on ¥ v 4 ¢ " T - a e » e M L L ¥
227 et
?’ 10, 1”!&0’110 20,163, 21 173,36 i! n » ©<r $5 50862 & 10848 [acx] Se0e1 Acke] WioeR3971 Loned
* 10, .sunml 334, u n 10,30.184.23 e €0 10848 » 3504 [ack] Saqel Acksd winmSED Lamnd Mkl 4e8ed
; aar g -1r e t= 4 v J t A0, 0% [ 2 ) Tt - (3 1
10 20, ﬂmmm 20, lu 2 17188 57.58 s 02 Mam Quary NI UAJDC 3420
35 10, 937457001171, 68, 57, 53 210,20,184. 23 L1 28 WIne UETY TESPINSE, REGMEITRI same 005 NeT exist
12 30. GA7IASOM 10, 20, 104, 21 $75. 37185, 39L o B Mame uery W UNIOC 0N
23 31, 080400004172, 37, 115,001 10.20,.184.22 LU B8 Mamw guary rasporms, Resowated maee dows not exist
34 L1, 0004 3500410, 20, L6<. 21 10,20,384. 11 s B MR uery M UNIDC 3420.
51, W\l“'“‘ )0 163t 10, M l“ )) Ll 92'0' I)nf) » u\ﬂx}-}‘)-
b o (Jor-bro¥p :Tam
war ;wnww 20,164, 21 1, m 164 n T V2 Matw muary W uun:ldm
36 13, 4153000010, 20164, 21 STL.6K 5758 s 92 MANE TUETY WS USTOC 3420 .
19 13, 410420000171, 68,57, ) 20,00, 484. 7 o S8 Name Guery response, Eeguasted mame doey not exiET
A0 L3, 4155170310. 20. L648, 3L P B TTRT ) . 02 Mame guery MR LAIDC 3430%
41 13.492034001173, 37,113 un 30.30,184.23 s 35 Mame query respoioe, Resoeited mewe dous not exise
A2 1%, SO2SOE0N10, 70,16, 2 10,20,184.23 e 2 NIN Uy WEUNTIX 5420
.ﬂ ie, nm'muo 0,168, Il mw, N MJ h L 0\7 e muy e lmondl)
' r 418
--ou—.mmn.mn m'.' =AeC :‘.Mﬂhﬂ “I. v wmn m

¢« Fraaw L u bvt- an -1" (l)l tnu). 36 bytex mn (m nits) an lmwf-n !
& Bthernet 1T, Sec: Ou) ) 24:22:100 (NC:2000N:DS:24160), Datl Cisco Tater:dd (30:F7:0d:7aten:ié)
« !M'ﬂ\ﬁ FPOOCoY VeraTon 4, 3600 1020, 164, 21 (10, 20,164, 21), DACl 204 236, 233 4% (204,238, 230 4%)

SO0G 10 FT d s ec 8 Sc JO Oa 24 2a 80 06 20 4% 0 a.: AL IS LA
GOLO 00 32 4T 78 45 00 40 G0 43 04 02 14 M 1% (C & ‘. Divavvas
S0 #8 Jd 8 &4 OL bb <c 32 af de 00 00 00 20 WO (2 e=enssny Mecinas L
02:9 "Jl;}!ll”("")"t))‘}l 0 o 0L G GO0 1 m e teannn

.Vmummuwumam Dt N7 KI5 MATADCIJI0F_ Paihars 3 Dapoyod € Wakect 0 Moofte: Sefwat

e. This information can scroll by very quickly depending on what communication is taking place between
your PC and the LAN. We can apply a filter to make it easier to view and work with the data that is being
captured by Wireshark. For this lab, we are only interested in displaying ICMP (ping) PDUs. Type icmp in
the Filter box at the top of Wireshark and press Enter or click on the Apply button to view only ICMP
(ping) PDUs.

a-'shw'mnm's‘mmtmq_xmmuuﬁ
SN EEX2e veveTl [@E aacan aguax @
émﬂ > Bwo—sﬁ.

No. Time Sowce Destination Protocol  Lemyth  Info
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f.  This filter causes all data in the top window to disappear, but you are still capturing the traffic on the
interface. Bring up the command prompt window that you opened earlier and ping the IP address
that you received from your team member. Notice that you start seeing data appear in the top

window of Wireshark again.

B Ceprtunng trom Intes®) FRO/IN0G MY Network Connection  [Wireshars LE1 (SYN Re

e [ot Yew Go Capture Snalyze  Statntics Ietephcrl Toals [ntemals  Hel

BN B2 & @ ¥Fi EE

Fiter: 1cmp v | Bpression

Ho. Time Source Destination Pretocol
11 15.118840 192.1658.1.11 192.168.1.12 ICvP
14 15.119602 192.16§.1.12 192.168,1.11 Tome
16 16.127853 192.166.1.11 192.168.1.12 ICeR
17 16.128679 192.168.1.12 192.188.1.11 pla )
18 17141897 192.16§,1.11 192.166,1.12 v
19 17.145543 192.168.1.12 192.168,1.11 Icee
21 18.140246 192.1658.1.11 192.168.1.12 (a0
22 18,140794 192.16§,1.12 192.168.1.11 e

Tunnel adapter Loca

P Frame 11; 74 bytes on wire (592 bicy

i Ethernet II, Src: Vmware_be:78:8¢c (¢ futocenfisuration -En

¢ Internet Protocol version 4, Src: 1§

¥ INTerner Control Message Protocol :

ping 192.168.1.1

be

ad ¢
00 15 §
a D¢ &F 70N
3 64 65 66 68 69
) | Inted(i) PROT000 MT Network Connection: Pack

A0 fiom

v

aqaa

Clear

Length Info
74 Echa
74 €cho
74 Echa
74 Echa
74 Echa
74 Echa
74 Echa
T4 echo

trunk-18)]

ot

(ping)
(ping)
(ping)
(ping)
(ping)
{ping)
(ping)
(ping)

Jonmectinnv 11

nce ived

Rl

Mod

t Toreds 7T

N -AR-RR-NR-AR-AR-RR-FR

5 in milldi-s

N =

regquest
reply
request
reply
request
reply
request
reply

et
ey

10=-0x0001 ,
160%0001 ,
16«0x0001 ,
1d=0x0001 ,
10=0x0001 ,
18-0x0001 ,
10=0x0001 ,
160x0001 ,

io disconnncts

z Peoudo

seqe2l

sege2l/
Sege/
sag=22/

sen«2}

seqe23/

sag=24

sequ2d/

5376,
5376,
5632,
5632,
/5868,
SB88,
6144,
6144,

Interface

tel=1;
tTli=l;
telall
tei=1l
Tti=li
tela1;
tel=1;
tTli=l;

i

Note: If your team member’s PC does not reply to your pings, this may be because their PC firewall is

blocking these requests. Please see
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Appendix A: Allowing ICMP Traffic Through a Firewall for information on how to allow ICMP traffic through

the firewall using Windows 7.

g. Stop capturing data by clicking the Stop Capture icon.

ﬁ Capturing from Intel(R) PRO/1000 MT Network Connection
File Edit View Go (Capture Analyze Statistics Telep

‘”f'-;‘ &a
Filter | icmp
No, Time Source Destinat
22 16.9/75362 192.168.1.11 192.1:
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Step 3: Examine the captured data.

In Step 3, examine the data that was generated by the ping requests of your team member’s PC. Wireshark
data is displayed in three sections: 1) The top section displays the list of PDU frames captured with a
summary of the IP packet information listed, 2) the middle section lists PDU information for the frame selected
in the top part of the screen and separates a captured PDU frame by its protocol layers, and 3) the bottom
section displays the raw data of each layer. The raw data is displayed in both hexadecimal and decimal form.

ikwmﬁomnmmTMqlwmm
BEaee E@xZae qnereTa EE aaan $08 % &8

Filer: -¢mp Bm Clesr Apply

Mo. Time Source Dmmw'un Protocol Length Info
115, llﬂﬂ-lﬂ 192.165.1,11 4

.pvnq ] rrqmv 13

2,166, 1. 92.168. ICHP : g) reply  id=Ox seqe21/5376
16 16.127853 192.168.1,11 192.168,1.12 1cmp 74 sd\o (pion) reqoest -'NMJ.:-'scq'-zlea!z: tri=l
17 16.128679 192.166.1.12 192.168.1.11 TeHp 74 echo (ping) reply  1d=0xD001, seqs22/5632, trlsi;
1817.141897 192.168.1.11 192.168.1.12 IcHP 74 echo (ping) request §d=0x0001, seq-23/5888, trl=i]
TCHP
IcHP
IcMp

S1917.145943 192.168.1.12 192.168,1.11 74 gcho (ping) reply  1d=0x0001, seq-23/5888, ttl=1]
21 18.140246 192,168.1,11 192.168,1,12 74 Echo (ping) request id=0x0001, seqe24/6144, tti=ii
22 18.140794 192,168.1,12 192.168,1,11 74 echo (ping) reply  1d=0x0001, seqe24/6144, tri=li

Top Section

|4 Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
4 Ethernet II, Src: IntelCor_34:92:1c (58:94:6b:34:92:1c), O5t! Inte] OF:91:43 (00:11:11:01:91:48)
+ Internet Protocol versfon 4, Src: 192.168.1.11 (192.168.1.11), Ost: 192.168.1.12 (192.168.1.12)
¥ Internet Control Message Protocol
Middin Secton

0000 00 50 56 be 6 db 00 50 56 be 76 8C OB 00 45 00 .PV....P V.V.,.E.

/0010 00 3c 01 ac 00 00 80 0 b5 ad cO a8 01 Ob <O a8 e€insecs aisnsans Bottom Sackon .|
10020 01 Oc O8 00 4d 46 00 01 OO0 15 61 62 63 64 65 66 SR, . abcdef o e &
0030 67 68 69 6a 6b 6c 6d 6 6f 70 71 72 73 74 75 76 gh'ljkhm opqrstm 2
0020 77 61 62 63 64 65 66 67 68 69 wabcdefg hi -
© | Intel(R) PRO/1000 MT Netwaork Connection: ... | Packets: 199 Displayed: & Maked: 0 Profile: Default

a. Click the first ICMP request PDU frames in the top section of Wireshark. Notice that the Source column

has your PC’s IP address, and the Destination contains the IP address of the teammate’s PC you pinged.

Elhm!'nﬁoswn Analyze  Statistics Vmo-vz Ieoh wmhuvn
DAY CERBE Nere T2 QaapD EMm % B

Filtee: ' \ornp E}m Clesr  Apply

No. Time Source Destinaton Protocel Length Info
"5 2.801784 192.168.1.11 192.168.1.12 IcKe 72 echo (ping) request 1d=0x0001, seq=253/6400, ttl=li
8 2.802679 192.168.1.12 ‘192.168.1.11 ICHP 74 gcho (ping) reply 1d=0x0001, seqe25/6400, teleil
10 3. 816895 192-168.;.11 192.168.1. u IcHP 74 scho (ping) rcqwt 1d=0x0001, seq-26/6656, trl-i]
11 3.817540 192.18 ICHP 74 &cho (ping) -26/66 .

13 4.831343 192.168.1. l 4 Echo D!mu raqu&'.\‘

15 5.844858 192.151.1. 192.168.1.12 eue 74 £cho (lrlng) reques: ‘M-owou seq-:smu, telati
16 5.845488 192.168.1.12 192.168.1.11 IcHP ‘74 echo (ping) reply 1d=0x0001, 5£qe28/7168, rrleil
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b. With this PDU frame still selected in the top section, navigate to the middle section. Click the plus sign to
the left of the Ethernet Il row to view the Destination and Source MAC addresses.

Wl irtel(R) PRO/100D MT Network Cannection [Wireshack 5.1 {SVN Rev 38036 from /trunk-15)] 5 '.;lE_>
fle Edit Yiew Go Captwe Analyze Statmtics Telephony JTools Internals Help
Sadee PERXZ2LE veraT2 (EE aaan @DV B

Filter: icmp 'i Bpression.. Clear  App!
No., Time Source Destination Protocel Length Info
52.801784 192.168.1.11 192.168,1.12 ICHp 74 €cho (ping) request d=0x0001, seq=25/6400, ttl=-1;
8 2.802679 192,168.1,12 192.168,1.11 ICKp 74 £cho (ping) reply 1d=0x0001, seq=25/6400, ttl=l;
10 3.816895 192.168:1.11 192.168.1.12 ICwe 74 £cho (ping) request 1d=0x0001, sSeqe26/6656, trl=li
11 3.817540 192.168.1.12 192.168.1.11 cee 74 echo (ping) reply 1d<0x0001, 2£Q=26/6656, trleil
12 4.831343 192.168.1.11 192.168.1,12 e 74 gcho (ping) request id=-0x0001, seq=27/6912, ttl=1]
14 4.832006 192.168,1.12 192.168.1.11 icHe 74 gcho (ping) reply d=0x0001, seq=27/6912, ttl=1
15 5.844558 192,168.1.11 192,168,1,12 ICee 74 £cho (ping) request 1d=0x0001, seq=28/7168, tti=1i
16 5,845486 192,.168.1.12 192,168.1.11 ICHp 74 echo (ping) reply 1d=0x0001, seq=28/7165, ttl=1]

ethernet II, Src: IntelCor _34:92. 56046 34:92:1¢c), Dst: Intel 07:91:458 (00:11:11:01:91:48)

+ pestination: Intel 0f:91.4F (00:11:11:0f:91:48

i source: Intelcor_34:92:1 58:94:6b:34:92:1¢)

Type: IP (0x0800)

i Internet Protocol version 4, Src: 192.168.1.11 (192,168.1.11), Ost: 192.168.1,12 (192.168.1.12)
: Interpet Control Message Protocol

Does the Source MAC address match your PC’s interface?

Does the Destination MAC address in Wireshark match the MAC address that of your team member’s?

How is the MAC address of the pinged PC obtained by your PC?

Note: In the preceding example of a captured ICMP request, ICMP data is encapsulated inside an IPv4
packet PDU (IPv4 header) which is then encapsulated in an Ethernet Il frame PDU (Ethernet Il header)
for transmission on the LAN.

Part 3: Capture and Analyze Remote ICMP Data in Wireshark

In Part 3, you will ping remote hosts (hosts not on the LAN) and examine the generated data from those
pings. You will then determine what is different about this data from the data examined in Part 2.

Step 1: Start capturing data on interface.

a. Click the Interface List icon to bring up the list PC interfaces again.

Il intel(R) PRO/1000 MT Network Connection [Wireshark 1.
File Edit View Go Capture Analyze Statistics Te

Filter: icmp

No. Time Source Desti

b. Make sure the check box next to the LAN interface is checked, and then click Start.
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W Wireshark: Capture Interfaces E@@
Description P Packets Packets/s
B Intel(R) PRO/1000 MT Network Connection 13 0 | Details |
B2l Intel(R) 82577LM Gigabit Network Connection 192.168.1.11 47 ) [ Details |

| Help | Stop | Options H Cloze I

c. A window prompts to save the previously captured data before starting another capture. It is not

necessary to save this data. Click Continue without Saving.

ﬂ Wireshark ===l @

Q Save capture file before starting a new capture?

If you start a new capture without saving, your current capture

data will
be dizcarded.

| Save ﬂ Continue without Saving) | Cancel |

d. With the capture active, ping the following three website URLs and answer questions on sheet.

www.yahoo.com Www.ciSco.com www.google.com

Bl C:\Windows\system32\cmd.exe

C»>ping www._yahoo.com

Pinging www.yahoo.com [72_30_.38B.1481 with 32 hytes of data:
Reply from 72.38_38_148: bytes=32 time=1ims TTL=255
Reply from 72.38_38_148: bytes=32 time<{ims TTL=255
Reply from 72.38_38_148: bytes=32 time<{ims TTL=255
Reply from 72.38_.38_148: bytes=32 time{ims TTL=255

Ping statistics for 72.38.38.148:

Packets: Sent = 4, Received = 4, Lost = B (Bx lossd).
Npproximate round trip times in milli-seconds:

Hinimum = Bms,. Haximum = ims,. Average = Bns

C:~>ping www.cisco.com

Pinging www.cisco.com [198.133.21%9.25]1 with 32 bytes of data:
Reply from 198.133.219.2 hytes=32 time<{ims TTL=25%
Reply from 198.133.219.2 hytes=32 time<ims TTL=25%
Reply from 198.133.2192.2 hytes=32 time{ims TTL=25%
Reply from 198.133.2192.25: hytes=32 time<{ims TTL=255

Ping statistics for 198.133.219.25:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss)>.
Approximate round trip times in milli-—seconds:

MHinimum = Bms,. Maximum = Bms. Average = Bms

Civrping www.google .com

Pinging www.google _com [74.125.12%9.991 with 32 hytes of data:
Reply from 7?4.125.129_.99: bytes=32 time=1ms TTL=255
Reply from 74.125.129_99: hyte 2 time<{ims TTL=255
Reply from 74.125.129_99: hyte 2 time<{ims TTL=255
Reply from 7?4.125.129.99: bytes=32 time<{ims TTL=255

Ping statistics for 74.125_.129_99:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:

MHinimum = Bms,. Maximum = 1ms. Average = Bms
(R

Note: When you ping the URLSs listed, notice that the Domain Name Server (DNS) translates the URL to

an IP address. Note the IP address received for each URL.
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e. You can stop capturing data by clicking the Stop Capture icon.

"

ﬁ Capturing from Intel(R) PRO/1000 MT Network Connection
Eile Edit View Go (Capture Analyze Statistics Telep

BxXee ae

Filter:  icmp
No, Time Source Destinat
22 16.9/5362 192.168.1.11 192.1:
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Part 4: FTP PDU Capture
Step 1: Start packet capture.

Assuming Wireshark is still running from the previous steps, start packet capture by clicking on the Start option on
the Capture menu of Wireshark.

At the command line on your computer running Wireshark, enter ftp ftp.heanet.ie
When the connection is established, enter anonymous as the user without a password.

Userid: anonymous

Password: <ENTER>

@ Command Prompt - ftp_ftp.heanctic NN

sUserssRichard FrisbyXftp ftp_.heanet.ie
onnected to ftp.heanet.ie.

ftp_-heanet.ie C(http:- sFtp.heanet.iesahout

Type bye to close the ftp session and stop the packet capture in Wireshark.

Examine Packet Details.

Select (highlight) a packet on the list associated with the first phase of the FTP process.
View the packet details in the Details pane.

What are the protocols encapsulated in the frame?
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Highlight the packets containing the user name and password.
Examine the highlighted portion in the Packet Byte pane.

What does this say about the security of this FTP login process?
Part 4: HTTP PDU Capture

Step 1: Start packet capture.

Assuming Wireshark is still running from the previous steps, start packet capture by clicking on the Start option on
the Capture menu of Wireshark.

Note: Capture Options do not have to be set if continuing from previous steps of this lab.
Launch a web browser on the computer that is running Wireshark.

Enter the URL of a website eg. www.rte.ie . When the webpage has fully downloaded, stop the Wireshark packet
capture.

Step 2: Increase the size of the Wireshark Packet List pane and scroll through the PDUs listed.

Locate and identify the TCP and HTTP packets associated with the webpage download.

Note the similarity between this message exchange and the FTP exchange.

Step 3: In the Packet List pane, highlight an HTTP packet that has the notation "(text/html)" in the Info column.
In the Packet Detail pane click on the "+" next to "Line-based text data: html"

When this information expands what is displayed?

Examine the highlighted portion of the Byte Panel.

This shows the HTML data carried by the packet.

Reflection

Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC address for the
remote hosts?

Page 18 of 23


http://www.rte.ie/

Lab - Using Wireshark to View Network Traffic

Appendix A: Allowing ICMP Traffic Through a Firewall

If the members of your team are unable to ping your PC, the firewall may be blocking those requests. This
appendix describes how to create a rule in the firewall to allow ping requests. It also describes how to disable
the new ICMP rule after you have completed the lab.

Step 1. Create a new inbound rule allowing ICMP traffic through the firewall.

a. From the Control Panel, click the System and Security option.

@@v M » Control Panel » o |4e |l P
File Edt View Tools Help
Adjust your computer's settings e
and n
Network and Internet
- hoove hnmeg p s sharrg optior
Hardware and Sound
From the System and Security window, click Windows Firewall.
o = | =]
@vv|¢3 » Control Panel » System and Security » v ’ 3 ‘ ‘ Search Control Pane! pel '
Control Panel Home .
Action Center
o System and Security \ F‘za-;lew your computer's st’atus and resolve issues
' Change User Account Control settings (=1
Network and Intemet Troubleshoot common computer problems [ 7
Hardware and Scund Restore your computer to an earlier time ‘
Programs g Windows Firewal -
User Accounts and Family Check firewall status | Allow a program through Windows Firewall
Safety
Appearance and ';& S,-yStem ~ - .
Personalization e View amount of RAM and processor speed Check the Windows Experience Index

Clock Lannuion st Region # Allow remote access | See the name of this computer | B Device Manager

=% Windows Undate

Face of Access

b. In the left pane of the Windows Firewall window, click Advanced settings.
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@—Ov" « system anq Security - Winqlow; Firewéll v I g l ' Search Control Panel p e !

Control Panel Home

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall computer through the Internet or a network.

# Change notification settings How does a firewall help protect my computer?

'.gé' Turn Windows Firewall on or What are netwerk locations?
off S

) Restore defaults

(% Advanced settings Windows Firewall is not using the [ ) Use recommended settings ]
recommended settings to protect your

Troubleshoot my network computer.

Seealso

Action Center

@ -

Help protect your computer with Windows Firewall

Update your Firewall settings

What are the recommended settings?

I "3} Home or work (private) networks Not Connected (¥)

. ‘w Public networks Connected (&)

c. Onthe Advanced Security window, choose the Inbound Rules option on the left sidebar and then click
New Rule... on the right sidebar.

" Windaws Firewah with Advanced Securiy 5

2 [nbound Rules

R e 11T

&, Memterng

8% Connecticn Security fudes

{ & VWedows Firewall with Advance BT o) Actions
MName Geoup Profile  Enabled  Action  * pdlutes -
olau("l_l 2 Flattonm Sunderd Edton bin.,, Pricete Yo Allos | Mew Rube..,
E1ava(TM) 2 Prastonm Standaed Edticn bin.. Private Vs #iow 51| @ Finer by Profie >
& Jeva TV Platform SE onary Prvate  Yes Alow
T Fiker by State »
) 1roa (TN Platiorm S5 bmary Procste Ve Miow
O voratiuies Privite Y Allow ¥ Fiker by Group 4
O weadioen Pivate Yes Alow Veen »
Prw ¥ al
0~rrmr.r.on neste - low A Petresh
@ weradnn o Prvete Ve Allow =
@ S0 Cache Content Retrwvad (HTTP-In]  BraechCache - Contart Retr...  All Ne Allow % Bport List,,
@ 2anoCache Hosted Cache Server (HTT..  BanchCache - Hosted Cach. All Ne Allow Help
B e whn D Plirr s (A fm) L T Yoy R ] [ Altma

d. This launches the New Inbound Rule wizard. On the Rule Type screen, click the Custom radio button

and click Next
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o Mew Inbound Rule Wizard @

Rule Type
Select the type of firewall rule to create.

Steps:

» Rule Type What type of rule would you like to create?

@ Program

@ Protocol and Ports (©) Program

@ Socope Rule that controls connections for a program.

@ Action ) Port

@ Profile Rule that controls connections fora TCP or UDP port.
@ Name ) Predefined:

BranchCache - Content Retrieval {Uses HTTF)
Rule that controls connections for a Windows experience.

@ Custom
Custom rule.

Leam more about nile types

s (G
e

e. Inthe left pane, click the Protocol and Ports option and using the Protocol type drop-down menu, select
ICMPv4, and then click Next.

&F New Inbound Rule Wiead =
Protocol and Ports
Specky $w protocols and parts 1o which this e apples
Steps
o Rue Tine To which pote and protocols dows Fie nie apply?
¢ Progrsm
el
& Scopt Protecel rumber Aoy
Custom
- N
® Fofie Local por
o Name P
o
Pve
Pei-Rods
Feocte pot Prifrag
CNPVE
Ped NoNe
Pe&-Oots
- VRRF
imemet Control Message 17
JCNP) setings PGM
e
g e ghoid peoteod &g pods
ek [ Nets _ Cancel

f. Inthe left pane, click the Name option and in the Name field, type Allow ICMP Requests. Click Finish.
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g New Inbound Rule Wizard

Name
Specify the name and description of this rule.

Steps:
@ FRule Type
@ Program

Protocol and Ports

@
@ Scope
@ Action

Allow ICMP Requests

& PI j I Description {optional):

i (|

Finish

| ) cancel

This new rule should allow your team members to receive ping replies from your PC.

Step 2: Disabling or deleting the new ICMP rule.

After the lab is complete, you may want to disable or even delete the new rule you created in Step 1. Using
the Disable Rule option allows you to enable the rule again at a later date. Deleting the rule permanently

deletes it from the list of Inbound Rules.

a. Onthe Advanced Security window, in the left pane, click Inbound Rules and then locate the rule you

created in Step 1.

Fis Actee View Help

w20 86
| &P Wi #th Advance
K} Outbcund Rules

8 e T Stanfoom SE Denary

£ Jerai TV Pratform SE Benaey

o winmadius.eve

o winvadius eve

o wintadius e

o windius.ee

@ BranchCache Content Retrsevsl (HTTP-I)
@ BracchTache Hosted Cache Server (HTT..
. BranchCache Peer Discovery (WSD-in)
@ Conrect 4o & Netwark Projector (TCP-In)
@ Cennect 10 2 Netwerk Projecten (TCP 1)
@ Coonect to » Netwark Projector (WSD Ev,
@ Corract 1o o Network Projector (WSO Ev
@ Connect 10 2 Network Projector (WSD Ev.
B Crnnect tn 0 Nbwrek Proviectne /WS Fu

B Commection Security Ruler |G - i
&, Monitonng v LD Platlo s SandesdEBon bes.,

0 10TV 2 Pstform Standaed Edtion bin..

BranchCache - Content Retr.
EranchCache - Hosted Cach.

SeaanchCache - Peer Discove
Connect 8o o Network Proge

Connect 1s a Netwerk Proje..

Caonnect to & Network Proge..
Connect 4o 0 Network Proge.

Connect 1o 3 Netwerk Proge..

Cnnnect tn A Netwnrk Prese.

Privete
Private
Private
Private
Private
Private
Private
Private
~N

Daenin
Private .
Prate..
Doeruin
Dermain
Private

No

Ne

N

FIl W Fiter by Profie
?V Fillas by State
>V Fiter by Group
| View
O Refresh
(‘ » Epenalut
e

| & Disabils Rule
| & C
{5 Copy
:x Delets

I Drrramrtion
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C.

&2 Inbound Rules

) Outbound Pues

% Conmectian Securty Rules
& Monstonng

| Cach...
ISCOVE..,
Proje...
Proje...
Proje...
Proje...
Proje...

Proie...

i- e .\.j_'-u'--..—;-_-&-‘n;  INY L LT e
Fie Action  View Help

% 20 = B

Narne

< Adow IMP Regueity
€D 13a{TM) 2 Platfcom Standard Edition bin
) 103 #TM) 7 Platforom Stamdard Edition bin.
0 e s TV Platfoeen SE bisary
€ )22V Platfoom SE bmary
0 INaAUL e
o wintabut.ese
O vonsuses
O winradius e
. BranchCacha Cortent Rebrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT.
8 BranchCache Peer Discovery (WSD-In)
@ Correct 1o Network Projector [TCP-In)
@ Cocnect 1o 2 Nevwork Projector [TCP-In}
‘ Comeect to a Network Projector (WSD £y
@ Corvect 1o » Network Projector (WSO fv

@ Corvect 1o a Network Projector (WSD Ev...

Geoup

BraschCache - Content Redr..
BranchCache - Hodted Cach.

BranchCache - Peer Discove.

Connect to & Network Proje..
Connect 1o 2 Netwark Proje..
Connect to » Network Proje..

Connect to » Netwaork Proje

Cennect te & Network Proje..

Frofie
A
Pricate
Prrcate
Peivate
Prrate
Private
Privats
Prvate
Private
Al

an

AN
Ooman
Povate...
Prvate.
Joman

Damas

Yeu
Yes
Yeu
Yes
Yes
Yes
Ves
Yes
Yes
Ne
Ne
No
No
No
No
No

Acton
Atlow
Llow
Allow
Allow
Ablow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Ao
Al

Ealll I et L H FEIp

All Mo Allow

Al No Allow Allow ICMP Requests
Demain Mo Allow # Disable Rule
Private.. Mo Allow a&f Cut

Private.. MNo Allow By Copy

Domain Mo Allow )

Domain - Mo Allow <,, Delete

Private...  Nn Allenar =] Pranertiec

To disable the rule, click the Disable Rule option. When you choose this option, you will see this option
change to Enable Rule. You can toggle back and forth between Disable Rule and Enable Rule; the
status of the rule also shows in the Enabled column of the Inbound Rules list.

4440

Hm F».Ir;
Filtee by Profie
Fitter by State
Filter by Group
View

Refresh

EBxport Let.,
Hep

Daabde Rule

Copy
Deletn

v w v v

To permanently delete the ICMP rule, click Delete. If you choose this option, you must re-create the rule
again to allow ICMP replies.
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