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Network Protocols

A protocol is a formal description of a set of rules and conventions
that govern a particular aspect of how devices on a network
communicate. Protocols determine the format, timing, sequencing,
flow control and error control in data communication. Without
protocols, the computer cannot make or rebuild the stream of
Incoming bits from another computer into the original format.

Protocols control all aspects of data communication, which include
the following:

- How the physical network is built

- How computers connect to the network

- How the data is formatted for transmission

- The setting up and termination of data transfer sessions

- How that data is sent

-  How to deal with errors



Protocol Suites & Industry Standard

- Many of the protocols that comprise a
orotocol suite reference other widely utilized
orotocols or industry standards

» Institute of Electrical and Electronics
Engineers (IEEE) or the Internet Engineering
Task Force (IETF)

» The use of standards in developing and
Implementing protocols ensures that products
from different manufacturers can work
together for efficient communications



Function of Protocol in Network Communication

Protocol Suites are sets of rules that work together to help solve a problem.
Where is the Café?

Content layer

Conversation Protocol Suite
1. Use a Common Language
2. Wait Your Turn

3. Signal When Finished

Rules layer

Physical layer '

—

A standard is

a process or protocol that has been endorsed by the
networking industry and ratified by a standards organization



Protocol Suites
TCP/IP Protocol Suite and Communication

m
Aeplcaion Lyer oo || o ||
e




Function of Protocol in Network Communication

Web
Server

Protocol Stack

Hypertext Tranfer Protocol (HTTP)

Transmission Control Protocol (TCP)

Internet Protocol (IP)

Ethernet




Function of Protocol in Network Communication

« Technology independent Protocols

-Many diverse types of devices can communicate using the same sets of
protocols. This is because protocols specify network functionality, not
the underlying technology to support this functionality.

Network



Layers with TCP/IP and OSI Model

- Explain the benefits of using a layered model

—Benefits include

assists in protocol design

fosters competition

changes in one layer do not affect other layers

provides a common language

Using a layered model helps in the design of complex, multi-use, multi-vendor networks.

Internetwork

S

Individual parts of the system can be
designed independently, but still
work together seamlessly.



Using layers to describe data communication

Source Destination
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Physical Medium



The OSI Model

» The OSI layer was introduced by the International Organization for
Standardization (ISO) in 1984 in order to provide a reference model to make sure
products of different vendors would interoperate in networks.

» OSl is short for Open Systems Interconnection.
* The OSI layer shows WHAT needs to be done to send data from an application on
one computer, trough a network, to an application on another computer, not HOW it

should be done.

* A layer in the OSI model communicates with three other layers: the layer above it,
the layer below it, and the same layer at its communication partner.

» Data transmitted between software programs passes all 7 OSI layers.



OSI Layers

The OSI reference model is a framework that is used to
understand how information travels throughout a network. The
OSI reference model explains how packets travel through the
various layers to another device on a network, even if the sender
and destination have different types of network media. 7 Application
In the OSI reference model, there are seven numbered layers,
each of which illustrates a particular network function.

6 Presentation

5 Session
Dividing the network into seven layers provides the following
i 4 Transport
advantages:
- It breaks network communication into smaller, more 3 Network
manageable parts. _
2 Data Link

- It standardizes network components to allow multiple
vendor development and support. 1 Physical
- It allows different types of network hardware and software
to communicate with each other.

- It prevents changes in one layer from affecting other
layers.

- It divides network communication into smaller parts to 11
make learning it easier to understand.
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OSI Layers

Application
6 Presentation

l 4 Transport I

1 Physical

Binary Transmission
+ Wires, connectors, voltages, data rates

13



OSI Layers

7 Application

e

6 Presentation

5 Session

b

4 Transport

3 Network

e

2 Data Link

o0l

1 Physical

Direct Link Control, Access to Media
« Provides reliable transfer of data across media

+ Connectivity and path selection between host
systems

14



OSl Layers

'7 Application l

| 6 Presentation l

5 Session \

4 Transport |

3 Network Network Address and Best Path Determination

* Provides reliable transfer of data across media

2 Data Link I - Connectivity and path selection between host systems

. + Logical addressing

1 Physical - Best effort delivery

15



OSI Layers

'7 Application |

g

| 6 Presentation l

| 5 Session \

4 Transport
'3 Network |

L

12 Data Link |

b

(1 Physical |

End-to-end Connections

« Concerned with transportation issues between hosts
» Data transport reliability

« Establish, maintain, terminate virtual circuits

+ Fault detection and recovery information flow
control

16



OSI Layers

| 7 Application |

| 6 Presentation |

4 Transport I

- 3 Network |

2 Datalink |

1 Physical |

Interhost Communication

+ Establishes, manages, and terminates sessions
between applications

17



OSI Layers

H 7 Application |

o

6 Presentation Data Representation

« Ensure data is readable by receiving system

‘ 5 Session l « Format of data

- ' « Data structures

‘ 4 Transport I » Negotiates data transfer syntax for application layer

‘ 3 Network |

‘2 Data Link l

o

‘ 1 Physical l

s

18



OSI Layers

7 Application
6 Presentation H

5 Session H

4 Transport |\

3 Network |\

2 Data Link H

1 Physical H

Network Processes to Applications

* Provides network services to application
processes, such as electronic mail, file transfer, and
terminal emulation

19



OSl Layers — Remembering Them!

* Away

* Pizza

e Sausage
* Throw

* Not

* Do

» Please

7 - Application
6 - Presentation
5 - Session

4 - Transport

3 - Network

2 - Data Link

1 - Physical



Peer-to-Peer Communications

Data Link

Host A Host B
|l Application ]],,( Data »| Application
Il Presentation ﬂ{ Data »| Presentation
Il Session H{ Data | Session
II Transport I]..( Segments > Transport
|| Network I],.( Packets > Network
|I J<

Frames [ Data Link

|[ Physical ﬂ_,( Bits >| Physical

* In order for data to travel from the source to the destination, each layer of the OSI
model at the source must communicate with its peer layer at the destination. This
form of communication is referred to as peer-to-peer. During this process, the
protocols of each layer exchange information, called protocol data units (PDUSs).
Each layer of communication on the source computer communicates with a layer-

specific PDU, and with its peer layer on the destination computer.
21



TCP/IP Model

Application

Network
Access

» The TCP/IP reference model is the historical and
technical standard of the Internet.

* The U.S. Department of Defense (DoD) created the
TCP/IP reference model, because it wanted to design
a network that could survive any conditions, including
a nuclear war.

* TCP/IP was developed as an open standard. This
meant that anyone was free to use TCP/IP. This
helped speed up the development of TCP/IP as a
standard.

* Although some of the layers in the TCP/IP model
have the same name as layers in the OSI model, the
layers of the two models do not correspond exactly.

* The relationship between IP and TCP is an important
one. IP can be thought to point the way for the
packets, while TCP provides a reliable transport.

22



TCP/IP Model

Similarities include:

- Both have layers.

- Both have application layers, though they include very different services.
- Both have comparable transport and network layers.

- Both models need to be known by networking professionals.

- Both assume packets are switched.



TCP/IP Model

Differences include;

- TCP/IP combines the presentation and session layer issues into its application
layer.

- TCP/IP combines the OSI data link and physical layers into the network access
layer.

- TCP/IP appears simpler because it has fewer layers.

- TCP/IP protocols are the standards around which the Internet developed, so the
TCP/IP model gains credibility just because of its protocols. In contrast, networks
are not usually built on the OSI protocol, even though the OSI model is used as a
guide.



TCP/IP Model

Although TCP/IP protocols are the standards with which the Internet has grown,
we will also use the OSI model for the following reasons:

- It is a generic, protocol-independent standard.
- It has more details, which make it more helpful for teaching and learning.
- It has more details, which can be helpful when troubleshooting.

Networking professionals differ in their opinions on which model to use. Due to
the nature of the industry it is necessary to become familiar with both. Both the
OSI and TCP/IP models will be referred to with the focus on the following:

- TCP as an OSI Layer 4 protocol
- IP as an OSI Layer 3 protocol
- Ethernet as a Layer 2 and Layer 1 technology

Remember that there is a difference between a model and an actual protocol that
IS used in networking. The OSI model will be used to describe TCP/IP protocols.



TCP/IP Model

FTP

SMTP

DNS

TFTP

\\// /-

Internet

N/

UDP

LAN

Many LANs
and WANSs




TCP/IP Model

OSI| Model

Application

TCPI/IP Protocols and Ethernet

| FTP, TFTP, HTTP, SMTP, DNS,
) TELNET, SNMP

Presentation Very little focus

Session

Transport TCP

Network IP

Data Link Ethernet

Physical

27



Data Encapsulation Example

E-mail message

DATA I

Segment Segment
Header Lo g
MMetwork Segment Packet
Header Header DATA
Framnme MMetwork Segrmerit DATA Framnme Frame
Header | Header Header Trailer (medium dependent)

o1111110101011 000101 0110101011 0001 Bits

Protocol Encapsulation Terms

— im—

Diata
|l.lsnr Data

] TCP Segmant

I Packat

Ethaernet Frame

Web Web

SOrvoer Client




Application Application Layer
Header + data

A4 ¥

v \ Layer 2:

Frame Data Data Link

Layer
010010100100100100111010010001101000... Layer 1: Physical
Layer




Data Encapsulation

Protocol Data Units (PDUSs)

Data
Segment
Packet
Frame
Bits

Encapsulation

Email Data Data
Data Data Data
Segmeant
Transport
Data
header
Metwork | Transport
headar header Data Packet
Framse Netwark Transport Data Frame Lrana imedium depandeant)
header header header header

1100010101000101100101001010101001

Bits

& -
_[L'ln..._.'m..---llll

Passing
down the
stack,



Getting Data to the End Device

« The host physical address, is contained in the header of the
Layer 2 PDU, called a frame.

« Layer 2 is concerned with the delivery of messages on a
single local network.

« The Layer 2 address is unique on the local network and
represents the address of the end device on the physical
media.

* In a LAN using Ethernet, this address is called the Media
Access Control (MAC) address.

 When two end devices communicate on the local Ethernet
network, the frames that are exchanged between them
contain the destination and source MAC addresses.

» Once a frame is successfully received by the destination
host, the Layer 2 address information is removed as the
data is decapsulated and moved up the protocol stack to
Layer 3.



Getting the Data Through the Internetwork

- Layer 3 protocols are primarily designed to move data
from one local network to another local network within an
Internetwork.

* Layer 3 addresses must include identifiers that enable
Intermediary network devices to locate hosts on different
networks

- At the boundary of each local network, an intermediary
network device, usually a router, decapsulates the frame
to read the destination host address contained in the
header of the packet, the Layer 3 PDU

* Routers use the network identifier portion of this address
to determine which path to use to reach the destination
host.

Protocol Data Unit (PDU)

Destination Source

Network Device Network Device Data

Address bddress Sddress Address




Getting Data to the Right Application

» Think about a computer that has only one
network interface on it. How to differentiate
various type of data?

- Each application or service Is represented at
Layer 4 by a port number

* When the data is received at the host, the
port number Is examined to determine which
application or process is the correct
destination for the data

« Example of popular port numbers?



Addressing and Naming Schemes

- How are labels in encapsulation headers are used
to manage communication in data networks

Physical Datalink Network Transport [ Upper Layers ]
Timing and Destinationand  |Destinationand | Destinationand | Encoded Application Data
Synchronization | Source Physical | Source Logical Source Process
Bits Addresses Network Number (ports)

Addresses

\




Addressing and Naming Schemes

Describe examples of Ethernet MAC Addresses, IP Addresses, and

TCP/UDP Port numbers

DEST

Addressing the PDU

SOURCE

NETWORK
DEST | SOURCE DATA
DESTINATION |SOURCE DATA
DEVICE DEVICE
ADDRESS ADDRESS

35



Addressing and Naming Schemes

- Labels are used in encapsulation headers to
manage communication in data networks

Protocol Data Unit (PDU)

. Destination Source
Network Device Network Device Data
Address Address Address Address

The Protocol Data Unit header also contains the network address.

209.165.200.230

209.165.2_02.145 209.165.202.130
209.165.200.226 ' / /4
Source‘
network Source end

estination
network device

36



Addressing and Naming Schemes

* Information in the encapsulation header is used to identify
the source and destination processes for data
communication

At the end device, the service port number directs the data to the correct conversation.

Terminal Session Data

Port Number

Service:
Terminal
Session

37



Questions ?

* Today there are fewer
protocols at the trans
data link layers than c

commonly used
nort, network and
uring the 90s. Why

do you think this has

- Today there are more

nappened ?

commonly used

protocols at the application layer than

during the 90s. Why d
happened ?

0 you think this has
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